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Abstract

The widespread use of distuted multimedia applications is posinganehallenges in the man-
agement of resources for guaranteeing Quality of Service (QoSapplications relying on the
transfer of multimedia information, and in particular continuous media, it is essential that QoS is
guaranteed at grievel of the distribited system, including the operating system, the transport pro-
tocol, and the underlying netnk. Enhanced protocol support for end-to-end Qogotiation,
rengyotiation, and indication of QoS giedation is also required. Little attentionwager, has so

far been paid to the definition of a coherent fraoré that incorporates QoS intades, manage-
ment and mechanisms across all the layers of a management architecture. This paper describes a
preliminary study in the delopment of an ingrated Quality of Service Management Architec-
ture (QoSMA) which dkrs a framevork to specify and manage the required performance proper-
ties of multimedia applicationsrer heterogeneous distuted systems.



1. Introduction

The spread of distriied multimedia applications is setting forth avreet of challenges in net-
working, including managing netwk resources for guaranteeing Quality of Service (QoS) [8],
[20], [29], [30]. As users become moraniiliar with multimedia services, QoS must be also
approached from the user point ofwieather than the only nebsk-oriented vigv that has been
mainly addressed saif[4], [10], [13], [15]. The user must bevgh the possibility tox@ress his
requirements for the resgmg service in terms of QoS parameteasniliar to him and these
parameters will be in turn translated into other parameters suitable for theutkstislystem and
the underlying netark [18].

Different performance requirements are addressed Bgrafif applications andven a single
application often requires more than a QoS requirement [biJed@mple, the high performance
necessary for real-time multimedia services encompasses not only stegldpbreliability and
availability, integrity, operability delay and accurag including synchronization accusac
between media streams.

Many adwanced multimedia services are time-critical and need management support for ensuring
agreed QoS [14], [28]. In this case, management has to promote QoS guarantees feeleafch le
the system [25] because theeall QoS depends on the combined QoS of the distdbplatform

and underlying neterk [16]. The end-to-end management therefore has to include management
capabilities for each layer participating to the service, i. e., from the service layetathe net-

work layer As a consequence, the end-to-end management has to adwoptal architecture

[12], [15].

In addition, multimedia services usually crosgesal netvorks and administrate domains [19],
[21], [22], [26]. Management of such services therefovelues both security and intelomain
management issues, such as the problemwfSlaceral autonomous domains, both public and pri-
vate, can cooperate to pide end-to-end QoS management ang hetwork operators can mak
available the required functionality to service yiders aver the netwrk/service management
boundary It also requires an understanding of the intra-domainarktaeapabilities in order to
integrate them with the end-to-end intsmain capabilities. Whare then aorizontal manage-
ment architecture that spans acrosfetéit netwrk domains [15], [27]. In this paper we only
focus on a grtical management architecture for QoYileg the problems that arise when the net-
work spans dferent domains for further studies.

2. Related work

Some studies lva been done in order to create a comprekier@sichitectural franveork for QosS,
mainly with regards to the ertical approach. The International Standarda@ization (ISO) has
developed a set of standards for computer communication in the form of/trelsger Reference
Model for Open Systems Interconnection (OSI-RM), and these standardsvareahoe and pop-
ular. However, the OSI-RM golved in an emironment of data-only applications runningeo lov-
speed netarks, and the QoS support pided by the OSI-RM reflects the limited QoS require-
ments of this class of applications. There is an ongoing joint project between ISO and the Interna-
tional Telecommunication Union (ITU) for deloping a “Quality of Service Framwerk” [17]
whose goal is to enable the futusgemsions of OSI standards in the direction of QoSipran by
defining a reference architecture and standard termindiodgscribes a set of concepts, services
and mechanisms that can be applied to all OSI layers and to OSI management.
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The key QoS framevork concepts include:

QoS characteristics;

QoS requirements;

QoS measures;

QoS mechanisms;

* QoS management functions.

We will discuss these objects in more details in thd session because theepresent, in our
opinion, the basic objects that should appear ynnraanagement architecture for QoSvismn.

The QoS framwork, which is outlined in Fig. 1, is made up obttypes of management entities
that attempt to meet the QoS requirements by monitoring, maintaining and controlling the QoS
parameters (requirements and measurements):

* Layer QoSentities, entities associated within the operation of a particular (N)-subsystesn. The
implement direct control of protocol entities, etc., that are necessary for support of the QoS
requirements made by the system.

* System QoS entities, entities which hae a system wide role. Thénteract with layer QoS enti-
ties to monitor and control the performance of the system. In additignjrthg implement
managed objects as means by which systems management entities may interact witi the pro
sion of QoS in the system.

(N)-SUW
(N)-QoS entitie System QoS Entities

(N-1)-service praider

Fig. 1. QoS framework model.

Y

Another study has been carried out at the Lancastefetsity [8], [16] and a QoS architecture
(QOS-A) has been proposed. It is a layered architecture of services and mechanisms for QoS man-
agement in an @ironment based on 1S®'Open Distribted Processing (ODP) standards and

ATM networks. This architecture is aimed to the support of continuous media applications and is
vertically oganized in fie layers as depicted in Fig. 2. The upper layer consistsliafrebuted
applications platform provided by an ODP-compatible distuted systems platform. Supporting
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this is atransport layer which contains a range of QoS-configurable protocalsekample, sepa-
rate protocols are pvaded for continuous media and constrained latenessage Qo0S.

Distributed platform

Transport Layer

Network Layer

Data Link Layer

Physical Layer

Fig. 2. Lancaster QOS-A architecture.

A significant work on QoS praision at the transport and neixk levels comes from theehet
Group at the Uniersity of California at Berdey. This group has deloped admily of real-time
protocols [6], [7], [24] that run in parallel to TCP/IP (Fig. 3).

Applications

UDP TCP RMTP

RCAP

1P RTIP

Data Link Layer

Physical Layer

Fig. 3. Tenet protocol stack and the corresponding I nternet protocoals.

The protocol &mily consists of the “Realifie Internet Protocol” (RIP) which guarantees end-
to-end packt delvery at the netark layer the “Real-time Messagadnsport Protocol” (RMTP)

that sits abee RTIP and preides sequenced and periodic dety of messages with QoS control
over throughput, delays, and error bounds, and “Real-time Channel Administration Protocol”
(RCAP) that is responsible for channel establishment, status reporting and channelniear do

Another important wrk at the lav levels of the management architecture has been carried out at
the Columbia Uniersity [9], [23]. The main goal is the allocation and control of pdtw
resources under QoS constraints. This is pursued throughia@ draftrol system for multimedia
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networks that contains a collection of resource control subsystems, each implementing a specific
task such as admission control or routing. Each of these subsystpiasa® access to a specific
resource, by responding to requests that are generated by fungtemsieto the resource control
subsystem.

The present wrk proposes the basis of a QoS management architecture (QoSMA) that spans from
the netvork layer up to the application layer and discusses the interactiondeoha entities

(user network provider, and service prader) with the diferent layers. The paper isganized as

follows. Section 2 presents the main QoS objects of the ISO architecture. Section 3 presents the
proposed QoS management architecture. Finglgtion 5 presents some conclusions and future
work.

3. QoS objects

As discussed alve, the QoS Framork [17] that is being deeloped as ISO and ITU standards
contains diferent objects. The main objects are:

* QoS characteristic, a quantifiable aspect of QoS, which is defined independently of the means
by which it is represented or controlled;

* QoSrequirement, that determines what QoSvé is requested,;
* QoS measure, that supplies one or more obssawalues relating to a QoS characteristic;

* QoS mechanisms, that proide support establishment, monitoring, maintenance, control, or
enquiry of QoS;

* QoS management function, that is a function designed to meet QoS requirements by means of
one or more QO0S mechanisms.

We believe that these objects should be part gf m@anagement architecture whose goal is to pro-
vide a service with required QoS to the end.usernav examine these objects in more details.

3.1 QoS characteristics

As said abwee, a QoS characteristic is a quantifiable aspect of QoS. It represents the true underly-
ing state of dhirs, as opposed to ywmeasurement or control parameter and can therefore be
thought as a quantity in a mathematical model of a system. QoS characteristics are intended to be
used to model the actual befaur of systems.

Many QoS characteristics can be applied t@aety of circumstances. The basic idea is to define
a generic characteristic independently of what it is applied to and then defemegousderivations

that may or must be applied in order to e&ke characteristic concrete and usable in practice. So,
for example, iftime delay is considered to be a generic characteristic, aatbdharacteristic will
betransit delay and another will beequest/reply delay.

The QoS generic characteristics of importance to OSI are grouped asfollo

Time related characteristics
e date/time;

* time delay;
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e coherence;

* datatime validity.

Capacity related characteristics
* capacity;

* throughput.

Integrity related characteristics
* accuracy;

e sofety.

Cost related characteristics

* cost.

Security related characteristics

* protection.

Reliability related characteristics
* availability;
o reliability.

3.2 QoSrequirements

As said above, QoS reguirements refer to what is requested on QoS characteristics. Requirements
can be expressed in many different ways.

* adesired level of characteristic, e.g., atarget of some kind;

* amaximum or minimum level of a characteristic, e.g., a bound;
* ameasured value, used to convey historical information;

* athreshold level;

e awarning or signal to take corrective action.
QoS requirements may relate to a number of QoS characteristics and, at least in principle, may

express trade-offs between them. QoS requirements may apply to one or more information trans-
fers or interactions, e.g., over agiven period of time.

3.3 QoS measures

QoS measures are used during service provisioning to indicate one or more values relating to QoS
characteristics. A characteristic is then monitored by means of its measure and if the obtained
value does not correspond to the desired requirement, corrective actions are taken.
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3.4 QoS mechanisms and QoS management functions

A number of functions are used to manage QoS in order to meet QoS requirements. QuSterm
management function is used to identify such functions. QoS management functions may require
different types of action to be performedgogation, admission control and monitoring, for
example. It is therefore useful togard them as composed of a number of smaller elements,
termedQoS mechanisms, which can be specified independen@oS management functions are

then described as being performed by one or more QoS mechanisms operating in sequence or in
parallel.

QoS mechanisms perform or support a number ofiiet related to QoS, namely:
* QoS establishment;

* QoS monitoring;

e QoS alert;

* QoS maintenance;

* QoS contral;

* QoS enquiry

4. A QoS management architecture

In this section we describe the basis of a QoS management architecture (QoSMA) which follo
the \ertical approach and uses the QoS objects (that must be particularized for each layer of the
architecture) described in the pi@us section. This architecture is made up of four layers and is
depicted in Fig. 4. There are thredegnal entities, namelyser, service provider, andnetwork

provider that represent the characters that moeytiklay a basic role in the degloent of a mul-

timedia service. The ames from one entity to an architecture layer means that the entity may
interact with that layeiSolid arrevs indicate which interactions are, in our opinion, morelyikto

be allaved. Dotted arnes indicate interactions that may or may ndase depending on the con-

text.

Users are more ldy to interact only with the service lay@te interaction with the underlying

layers may be allwed, for kample, if the user is the programmer of the application and has access
(even partially) to the system resources. In Fig. 4 we are assuming that the semitber [gonan-

aging the computing resources of the system so he is the only one to access the operating system
and distriluted platform sub-layers. If this is not the case,\a ewmtity, a distributed system pro-

vider (that can correspond to the netW provider) should be introduced. The netk provider is

the one who interacts with thewer layers of the architecture, i.e., the layers that deal with the
communication part of multimedia servicese Waw examine the arious layers of the architec-

ture.

A Quality of Service Management Architecture (QoSMA): A preliminary study 7



Service

Service-
Provider

Operating system

Distributed platform

Transport

Network-
Provider

Network

Fig. 4. Proposed QoS management architecture and external interactions.

Service

Theservice (application) layer is the one which the user will morelliknteract with. QoS speci-
fications at this kel should be meaningful to the user anddslevel considerations such as the
rate and brst size of a transport connection should be hidden. Merebis important that QoS
specifications are qualitaé (e.g., high-quality or l@-quality video) rather than quantitai A
mechanism must then be pided in order to translate user requirements into quandtQoS
requirements that are meaningful to thedo layers.

Distributed platform and operating system

The net layer is a combination of mvsub-layersoperating system anddistributed platform. This

is done to resemble theayw most distribted systems are presentlyilh i.e., by linking machines
with their avn operating systems (e.g., Unix) and adding to each machine the suitabeeddiw
communicating (and then co-operating) with other machines. Operating system andtelistrib
platform sub-layers will rece¢ QoS requirements from the service layer and wdtate the suit-
able QoS mechanisms to satisfy those requirements.

In order to support multimedia services, operating systems musti@m dgree of QoS support

to uphold the real time isochronous nature of continuous media data such as audio and video. Per-
formance of the scheduling mechanism of the operating system will be monitored to ensure that
timely data arsning from the netwrk are also defered in time to their final destination. QoS
driven operating systems and distitiibd platforms are then required to suppaisterg applica-

tions and simultaneouslyfef predictable performance in a dynamic and unpredictabieoan

ment [2], [3], [5]. Resource management styee are required for all areas of operating system
management including processor schedulingicéemanagement, and memory management.
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Transport

Thetransport layer has to pnde support for dierent kinds of transfer services such as continu-

ous media, transaction-oriented, and data transfer services and these services should be able to
operate both as connection-oriented and connectionless. Wqrdus layer should prade for

multicast connections and synchronization between multimedia streams (e.g., audio and video).

The transport layer reaas the QoS requirementgjaeding the communication part of the multi-
media service from the distribed platform sub-layer and applies the suitable QoS mechanisms to
meet those requirements.

Networ k

The network layer works with the transport layer to meet the QoS requirements on communica-
tion. Usually a small number of &x levels is used to specify the commitment to thevedid traf-
fic in the netvark:

* deterministic commitment, which is typically used to guarantee QoS for hard real time perfor-
mance applications;

» datistical commitment, which all@s for a certain percentage of violations in the requested
QoS and is particularly suitable for continuous media applications;

* best effort commitment, the leest priority commitment and syngmous with a datagram ser-
vice. No netwrk resources are allocated or monitored because thenkepnovider does not
have to guarantee gnrevel of service. This commitmentdel only receres whateer netvork
resources arevailable after the othervels hae been seed.

5. Conclusions and futurework

There are manimportant issues that require further researobkwAs already pointed out,osk

on QoS has concentrated on the rmekaand communication infrastructure. Recertilyvever, the

topic has become increasingly important in an end-systemxtdi@eause of the interest in oper-
ating system support for multimedia applications. It is becoming recognized in the multimedia
community that classes of applicationésewhich must actiely manipulate real-time continuous
media data in an operating systenvimmment. QoS must then be considered as an end-to-end
issue, i.e., from application to application. This requires careful coordination of disk scheduling,
process scheduling and tharious layers of communication protocolsr Example, to implement

an audio connection with avgin QoS, it is necessary to act@ehe desired QoS in the transport
protocol and to schedule processes at the desired rate with tiaé @fraudio data. Such irgea-

tion should gentually etend to areas such asvile and memory management.adal, it is nec-
essary for applications withawing needs and assumptions toxistein an operating system
ervironment able to simultaneously satisfy all theirisus requirements. There is then a need to
have real systems that are able tfeefively run batch mode, interae#i, and continuous media
applications at the same time.

Another important issue that needs further research is related to QoS characteristics and require-
ments on them. QoS characteristics are not completely unrelatedtdn a characteristic influ-

ences one or more other characteristios.ecample, time-related characteristics can be someho
incompatible with reliability-related characteristics if the latter are obtained by means of process
or message replication. In this case an increase of reliability will entail a possbliead of the
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system and in turn greater time delays. Thus, for this particular case a fradesafy the tw
characteristics should be considered.

Summarizing, some of the most important issues in QoS management that in our opinion require
further research ark are the follaing:

* QoS must be garded as an end-to-end issueolring the application, the disttilbed plat-
form, and the communication infrastructure. Co-ordination among all these elements is neces-
sary so that a service is prded with the desired QoS established by the user and the service
provider. Scheduling of processes in a digttéd platform [1] and scheduling of the communi-
cation channel [20], [29] play a basic role and must be someberdinated.

* A mechanism that precisely maps QoS characteristics and requirements from an upper layer to
a lower layer is required. A user must be granted the possibilitypiess his requirements in
terms of attrilntes (mainly in a qualitate way) that aredmiliar to him and related to his we
of the service. These requirements then need to be precisely mapped in QoS requirements for
the lover layers (distribted system and communication infrastructure).

* Characteristics sometimes influence each otWdren specifying requirements on more than
one characteristic, one must be sure that all of the requirements can be satisfied and whether the
satishction of a requirement entails that other characteristics cannot reach the dasieed v
Sometimes, a tradefadmong diferent characteristics must be considered.
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