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1 Introduction

Many of the chapters in this book consider collectives that are cooperative; all agents work together
to achieve a common goal – maximizing the “world utility function.” Often this is achieved by
allowing agents to behave selfishly according to some “personal utility function,” although this
utility function is explicitly imposed by the designer so is not truly “selfish”. In this chapter we
consider the problems that arise when agents are truly selfish and their personal utility functions are
intrinsic to their behavior. As designers we cannot directly alter these utility functions arbitrarily;
all we are able to do is to adjust the ways in which the agents interact with each other and the
system in order to achieve our own design goals. In game theory, this is the Mechanism Design
Problem, and the design goal is denoted the “Social Choice Function” (SCF).1

Note that these design goals may be distinct from the agents’ goals. For example, the most
common SCFs to keep in mind are the Utilitarian (or maximizing) SCF, which simply maximizes the
sum of all the agents’ personal utility functions or the Egalitarian (or fair) SCF, which maximizes
the value of the smallest personal utility function or some combination of these two, combining
both maximization and fairness. However, the designer’s SCF might be unrelated to the agents’
personal utility functions. This commonly occurs in auctions, where the designer’s goal is to
maximize revenue.

Our main interest in this problem arises from problems on the Internet, in which agents may
be either users or autonomous agents (bots). While, in the not so distant past agents could, with
some level of accuracy, be assumed to be cooperative, this is no longer a reasonable assumption for
a modern analysis of the Internet. This is clearly true at the user level, where users may behave
selfishly, but is probably even necessary at lower levels such as network protocols, since the Internet
is made up of many profit maximizing autonomous systems.2

For example, the current stability of the Internet can be attributed to the fact that most
traffic uses the standard TCP protocol which reacts to congestion on the network by reducing its
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1This chapter is meant to be self contained (but telescopic) at an informal level. For a more complete introduction
to Mechanism design see [10, 14].

2See [4] for an interesting example of this relating to the BGP routing protocol.
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transmission rate. This is necessary to avoid “congestive collapses” which plagued the Internet in
the mid 1980s and lead to many crashes of significant fractions of the Internet. This is is no longer
a significant problem due to the near universal adoption of congestion control.3

However, from a selfish point of view, congestion control is detrimental to an individual agent,
since if everyone else is using it, then an agent can unilaterally increase their utility by disabling
it on their own TCP connection. A single user disabling congestion control is obviously not a
threat to the stability of the Internet; however if everyone did it then one could expect frequent
congestive collapses, and everyone would suffer. Thus, the design of protocols, for which agents
do not have strong incentives to circumvent, is, we believe, one of the fundamental tasks for the
continued development and health of the Internet.

In this chapter we will provide an intuitive introduction to our work on this subject. The formal
analysis can be found in [8] while details of the simulations are in [11] and the experiments are
discussed in [9].

2 Mechanism Design

It is useful to formulate our problems according to the mechanism design paradigm. We assume
that there is a set of feasible outcomes p ∈ P . For example, in a simplified version of the TCP
example discussed above, p describes the complete state of the system, which includes every agent’s
transmission rate and delays. Clearly, by adjusting priorities in the network (such as in routers)
one can feasibly redistribute delays; however, it is not possible to eliminate such delays completely
and this restricts the choice of the set P .

Next we assume that agents have utilities over outcomes, U(p) ∈ Un, where U is the set of
possible utility functions. For example, it would be natural to assume that agents’ utilities are
nondecreasing in their transmission rates and nonincreasing in their delays.

As discussed in the Introduction, we allow for a wide range of world utilities, which are commonly
called the social choice functions, F : F |Un → P . Symbolically the utilitarian SCF is given by
maximizing the utilitarian objective function4,

∑
i Ui(F (U)) while the egalitarian objective function

is (essentially) given by mini Ui(F (U)).5

Now, the system we design which determines the interactions among the agents is known as
a Mechanism. Abstractly a mechanism consists of message spaces, Ai and a mechanism function
M |A → P . We interpret this as a two stage process in which the agents each choose a message to
send ai ∈ Ai and then the mechanism chooses the outcome M(a). For this mechanism we get an
induced utility for message vectors, Gi(a) = Ui(M(a)). This is the utility to the agent for choosing
message ai when the other agents choose a−i and thus the vector or messages is a = (ai, a−i).

We can now interpret this as a game in which agents are attempting to choose ai so as to
maximize their own utility. In this view the forward problem is that of finding the solution concept,
S(U), for this game, that is the set of vectors a which could arise when a group of agents play this
game, while the reverse problem is that of choosing A and M(·) to maximize the social objective
function.

3One notable exception to this is streaming media, for which reliable congestion controls have only recently been
developed and are expected to be adopted in the near future [5].

4Note, the definition of social choice function is standard, while the “social objective function” is not in the
literature on mechanism design.

5Actually, the egalitarian social choice function is usually defined in terms of a lexicographic ordering of the sorted
vector of Ui’s and in the continuous setting can not be computed as the maximum of a continuous objective function.
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3 Game Theoretic Analysis: the forward problem

In this section we discuss the so-called “forward problem” or that of finding the relevant solution
concept. In the standard mechanism design literature the solution concept is typically assumed to
be either the Nash equilibrium of the game or the dominant strategy outcome (both defined below).
Our claim, based on theoretical analyses, simulations and experiments with human subjects, is that
these are not adequate in the noisy, asynchronous setting of the Internet where information about
the underlying network and the behavior of other agents is extremely limited. In the following we
will provide a simplified outline of this argument.

First consider the well known prisoner’s dilemma6:

C D
C 1,1 -1,2
D 2,-1 0,0

This table represents the game (mechanism). Both the row agent and the column agent can
choose actions C (cooperate) or D (defect) which determine the vector of payoffs. For example,
if both agents cooperate, then both receive 1 unit of utility while if one cooperates and the other
defects, then the defector gets 2 while the cooperator only gets -1.

It is well known that the rational outcome of this game is for both agents to defect, since
defecting is always optimal (gets more utility) no matter what strategy your opponent chooses. In
the language of mechanism design, we say that D strictly dominates C. Thus, we can construct a
solution concept for which SDom(U) only contains strategies which are not dominated and for the
prisoners’ dilemma, this set would contain a single strategy vector (D, D).

Next consider a slightly more complicated game, the prisoner and the altruist, in which the
column agent develops a conscience. Now, if she defects but the other agent doesn’t she feels guilty
which reduces her utility in this outcome:

C D
C 1,1 -1,0
D 2,-1 0,0

In this game one can easily check that SDom(U) = {(D,D), (D,C)}; however, since the row
agent never chooses C it is irrational for the column agent to choose C since she really faces the
following game:

C D
D 2,-1 0,0

In this “reduced game” C is strictly dominated by D. Thus, we consider the solution concept
induced by “iterated dominance” in which we iteratively remove dominated strategies. This proce-
dure is well defined (and independent of the order of removals) and yields SItDom(U) = {(D, D)}.

The solution concept SItDom is quite common in mechanism design and is larger than most
others typically studied, such as the set of Nash equilibria, e.g. SItDom ⊃ SNash. When learners
know their own utility function, it is easy to see that most reasonable models of learning will
converge to SItDom as shown quite generally in [15].

6We consider the prisoner’s dilemma for simplicity, but note that there are many applications of the following
ideas. See [8] for a detailed bibliography and [6] for a recent application to routing and TCP
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The intuition behind this result is quite straightforward. Initially, agents would never play
dominated strategies. After a reasonable period of time agents notice that their opponents are
not playing these strategies and thus stop playing strategies that are dominated with respect to
this smaller set of opposing strategies. This process iterates until play is within SItDom. Note
that knowledge of one’s own payoffs and observation of other agents’ strategies is crucial to this
argument.7

3.1 Decentralized Learning with Limited Information

In many settings an individual may not know their own utility function explicitly. For example,
when I adjust the controls on my TV set (such as brightness, contrast, etc.) I am unable to optimize
the picture without trial. Additionally, on the Internet I do not know the effect of an increase in
transmission rate on congestion related delays, since I do not know the details of the transport
layer of the network. Interestingly, even if agents do not know their own utility functions, but
are “reasonable learners”8 and play is synchronous, such that every agent simultaneously updates
their strategy at discrete intervals, then play (approximately) converges to SItDom as shown in
[8].9 The intuition behind this result is based on the idea that dominated strategies have a lower
expected payoff under any probability distribution of opponents’ strategies and that if an agent
“experiments” sufficiently often and randomly then she will be able to detect dominated strategies.

3.2 Asynchronous Play

Interestingly, when play is asynchronous, (as is typical on the Internet and in many other “real-
time” settings) play need not converge to SItDom and thus we should consider a weaker (larger)
solution concept if we want to guarantee that our mechanism will work as desired.

To gain some intuition, consider the prisoner and the altruist, but this time assume that the
prisoner gets to choose first and then the altruist chooses a strategy based on the knowledge of the
strategy chosen by the prisoner. In this case, if the prisoner chooses D then so will the altruist,
while if the prisoner chooses C then the altruist will also choose C and this will result in a higher
payoff to the prisoner. Thus the prisoner will choose C and the outcome will be (C, C) which is
not in SItDom. This is known as the Stackelberg outcome [20].

Although, we are not actually considering Stackelberg’s model as described above, we claim
that such outcomes can naturally arise in asynchronous learning. First we describe a simple model
of asynchronous play, motivated by the Internet.

Consider an agent trying to decide the rate at which to transmit data over a network. The
agent’s choice of how often to update their transmission rate should depend on both the round trip
time between their computer and the one they are communicating with as well as the amount of
“noise” in the congestion that they observe. This is because the only information that the agent
receives is packet acknowledgements (ACKs) or lack of them. These ACKs are only received after
a packet reaches the destination successfully and the ACK travels back to the origin. Thus, new
information is received with a delay of at least the round trip time. In addition, the variance of
the round trip times can be quite large and thus it would be sensible to average some reasonable
number of round trip times before significantly altering the transmission rate.

7Note that this is the author’s interpretation of Milgrom and Robert’s results and differs somewhat from the
interpretation given in their paper [15].

8The technical definition of a reasonable learner is fairly complicated [8], but most adaptive learning algorithms,
such as those used on the Internet, are reasonable in this sense.

9Note that convergence is in the sense of PAC learning [19].
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Thus, we model agents as maintaining a specific strategy for a fixed period of time, and then
choosing a new strategy based on some average of the performance in the previous period. There is
no reason to assume that these periods are synchronized or even similar between different agents.
For example the round trip time can range from several milliseconds on a local network to 1/2 a
second (or longer) when transmitting internationally.

Now consider a situation in which a very slow agent is in a game with a much faster agent.
In this case, it is as if the slower agent were the Stackelberg leader, since during a single period
of the slow agent, the fast agent will converge to and mostly play the best response to the slow
agent’s strategy. Then the slow agent will learn the action that yields the highest payoff, based on
her opponents optimal responses. It is straightforward to see that this will yield the Stackelberg
outcome.

Thus, for asynchronous games our solution concept SAsync should at least contain all Stackelberg
outcomes SStack and thus will not be contained within SItDom.

In [8] we propose a Stackelberg-solution-concept which is constructed from any synchronous so-
lution concept which takes into account all possible “extremely asynchronous games” and constructs
a minimal solution concept such that no smaller solution concept would be useful. For example, if
we believed that synchronous play converged to Nash equilibria (which we don’t!) then for asyn-
chronous play the smallest reasonable solution concept would contain all (generalized) Stackelberg
equilibria.

Note that this leads to a counter-intuitive result for learning in these settings, since for many
of the most common problems on the Internet, such as adjusting transmission rate with FIFO
queuing, the slower agent may get a higher payoff than the fast one! Thus, less sophisticated
(slower) algorithms may be preferred for game theoretic reasons.10

3.3 Guaranteed Convergence

The results in the previous section provide lower bounds for the relevant solution concept in asyn-
chronous decentralized environments. While we don’t know the relevant solution concept, SAsync

precisely, we can prove an upper bound on this set, i.e. a set SO such that SO ⊃ SAsyncDec.
Consider the payoff matrix for the prisoner in the prisoner and the altruist game:

C D
C 1 -1
D 2 0

In an asynchronous decentralized setting, the reason the prisoner may not realize that C is
dominated is because based on her information there is no reason that the payoff matrix couldn’t
be:

C D
C -1 1
D 2 0

This is the matrix obtained by swapping the payoffs when she plays C and in this game C is
not dominated.

10Note that it is quite common in game theory for less sophisticated agents to outplay extremely sophisticated
ones. One particularly interesting and important example is the well known tit-for-tat strategy which outperformed
many significantly sophisticated strategies in computational tournaments [2].
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This could not arise if all the payoffs for playing D were larger than all the payoffs for playing
C. Since then for any permutation of the payoffs D would dominate C. In general we call such
a strategy “overwhelmed”. Since agents will clearly learn not to play overwhelmed strategies an
iteration of this argument shows that they will converge to the set SItOver which is obtained by
the iterated elimination of overwhelmed strategies. In [8] we prove that reasonable learners will
(approximately) converge to SItOver and thus we have shown that SStack ⊆ SAsync ⊆ SItOver.

Notice that for both the prisoners’ dilemma and the prisoner and the altruist game the set
SItOver contains all of the strategies and thus provides an uninteresting result for the forward
problem in asynchronous settings. Indeed, for typical games this is true. For example, in standard
network congestion models no strategies are overwhelmed.

However, as we discuss below, our main interest here is whether we can construct mechanisms
which have nice properties, such as having guaranteed convergence, i.e. |SItOver(U)| = 1 for all
U ∈ Un. One interesting example of such a mechanism arises on a network in which all servers use
the “fair-share” protocol [18, 7], as discussed below.

3.4 Numerical and Experimental Support

Since our goal in this analysis is to develop useful tools to apply to the Internet and other decen-
tralized environments we should validate our results, since a theorem is only as good as the axioms
on which it is based.

One validation is based on a set of numerical simulations. This work, [11], studied a wide
variety of common learning algorithms in a variety of settings. It showed rapid convergence to
SItOver but slow or non-convergence to SItDom and provided clear evidence of convergence to
Stackelberg outcomes in highly asynchronous settings. However, it did raise issues about when
asynchrony is relevant; for example, under small amounts of asynchrony play often converged to
SItDom.

A second validation is based on a set of experiments with human subjects. In that work, [9], we
studied the convergence of people adjusting a data-rate slider on a web browser. The data clearly
shows nonconvergence to SItDom and approximate convergence to SItOver for a small number of
agents (0-5). It also showed (approximate) Stackelberg behavior. However, for a larger number of
agents (8) play did not even converge to SItOver. Thus, when designing mechanisms for real people
in decentralized settings, one needs to be very careful!

4 Mechanism Design: the inverse problem

Although finding the correct solution concept, solving the forward problem, is interesting in its own
right, the inverse problem, that of constructing a mechanism that “implements” the social choice
function is of great practical importance, especially in engineering settings. For example, our main
interest in the forward problem for networks is to assist in the designs of network protocols that
lead to stable and efficient networks.

Clearly, this problem depends crucially on the solution concept. For example, implementation
for both SNash and SItDom has been well studied and the condition under which a social choice
function can be implemented in these solution concepts is well understood. In particular, many
important social choice functions can be implemented and almost any social choice function can be
approximately implemented to any degree of accuracy [12] for either of these.11

11However, even for these solution concepts the mechanisms that implement various social choice functions seem
quite fragile and unrealistic.
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However, in the asynchronous decentralized setting the problem appears to be much more
difficult, since the solution concepts are much weaker. Although our work here is preliminary, the
following results demonstrate the difficulty of implementing social choice functions in these settings.

Given a social choice function, F |U → P we consider the so-called direct mechanism, in which
agents simply reveal their type, or utility function Ui, and the mechanism chooses the outcome
defined by the social choice function, i.e., Ai = Ui and Gi(a) = F (a). Clearly, in a direct mechanism
an agent may have incentives to misstate their type. For example, in a salary mechanism, typically
the firm states that it is on the verge of bankruptcy, while the employee usually has a large and
underfed family.

We say that a direct mechanism is strictly strategyproof, if reporting truthfully is always a
dominant strategy for every agent. It is proven in [8] that for any solution concept SAsynDec which
contains SStack only social choice functions which are strictly strategyproof can be implemented in
SAsynDec. Thus, in an asynchronous decentralized setting the restriction on implementable social
choice functions is quite severe. Furthermore, under reasonable assumptions on the set U there are
more severe restrictions.

In fact, while we don’t know the precise restrictions for implementing under SAsynDec we have
proven that in order for a mechanism to implement a social choice function under SItOver the social
choice function must be strictly coalitionally strategyproof. That implies that not only is it in the
best interest of every agent to report their utility function truthfully in the direct mechanism, but
even for groups of colluding agents their best strategy is for all to report truthfully. If this were
also true for implementation under SAsynDec then this constraint of the set of implementable social
choice functions would be extremely severe.

It is possible that one can approximately implement a significantly larger class of social choice
functions to a high degree of accuracy; however, we do not know of any results of this type for
asynchronous decentralized systems. Some interesting results in this direction have been shown by
several authors [16, 13, 1]

5 Example: Sharing a congested link

In this section we consider an important example: a group of users sharing a congested data
network. For simplicity, we will focus on a simple network with a single link, but most of our
analysis generalizes directly to arbitrary network structures. This model was first studied in [17]
and our presentation follows that paper.

Consider n users, sharing a single congested data link. Each user has a utility function Ui ∈ U
which is a function of pi = (li, di) where li is the transmission rate and di is the average delay faced
by user i’s packets. The set U is the set of all concave functions which are nondecreasing in li and
nonincreasing in di.

Clearly P ⊂ <2n
+ , but the precise characterization of P is complex and depends critically on

the technology. For example, if we assume that users’ packets are generated according to a Poisson
process and that the transmission times (or packet sizes) follows an exponential distribution, then
the set P is characterized by the following set of constraints :

∀S ⊂ {1, 2, . . . , n},
∑

i∈S

lidi ≥ C(
∑

i∈S

li)

where C(x) = x/(µ− x) and µ is the capacity of the link.
First we consider the forward problem for some well known protocols. For example, the most

common mechanism arises from first-in-first-out (FIFO) queuing, in which the packets are served
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in order of their arrival. Under this protocol we get a game in which users choose their transmission
rate, li, and obtain a delay from the system of di = C(

∑
i li)/li.

While FIFO is commonly used, it is easy to see for this mechanism that |SStack| 6= 1 for most
choices of utility functions by considering the first order conditions. Thus, the outcome need not
be unique under FIFO. In fact, when people play this game, play does not seem to converge [9].

A second interesting protocol is the fair-share mechanism introduced in [18], which is closely
related to fair-queuing [3] a well known protocol. Under fair share we can recursively compute
the delays, as follows. First, reorder the agents so that l1 ≤ l2 ≤ · · · ≤ ln. Then define vi =
C(l1 + · · ·+ li +(n− i)li)/(n− i+1). The fair-share mechanism is defined by di =

∑i
j=1 vj/li. The

key characteristic of this mechanism is the fact that a user’s delay is not affected by small changes
in transmission rates of users with higher transmission rates.

Interestingly, for any realization of utility functions and any number of users, |SItOver| = 1 and
thus play is guaranteed to converge (to the Nash equilibrium) under the fair share mechanism.
Thus, networks with fair-share mechanisms are more stable than those using FIFO. This is seen
empirically in [9].

Lastly, we note that the mechanism design problem (or inverse problem) is easy to solve for the
standard social choice functions when the solution concept is SNash or SItDom and we are interested
in approximate optimization. (See [17] for the former and [12] for the later.) However, for the case
of SAsync there does not exist a mechanism which implements the utilitarian social choice function.
This and other negative results are proven in [8].

One important open question is whether one can circumvent these negative results using ideas
such as pricing or by providing additional information which would allow users to learn more
efficiently. (See [8] for further discussion.) Another interesting approach is to design mechanisms
that are within constant factor of optimality, such as in [16, 1].

These are among many open questions still to be resolved in the application of mechanism
design to decentralized settings, such as the Internet
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