Timeline of Tor Censorship

Sadia Afroz and David Fifield
University of California, Berkeley

The goal of this document is to understand the current censorship arms race, mainly the techniques used for blocking Tor, how censorship techniques have evolved over time and
how quickly the censors and evaders react to each others’ actions. Table 1 shows when and how different countries blocked Tor and how Tor circumvented it. We collected these

events from the Tor blog, bug tracker, talks and reports. We wrote a simple machine learning classifier that can exhaustively search thousands of blog posts and bug track reports and
find censorship events.

This timeline is incomplete. Let us know if you know the missing dates in the table or/and other Tor censorship events.
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Seen Description First seen First reported Confirmed Resolved Time
Thailand 2006 [2] DNS filtering Tor website
Saudi Arabia 2007 [2] Block Tor directory requests (smartfilter)
Tunisia 2009 [2] Block every port except 80 and 443
Syria 2011 (test?) [2] and 2012/12 DPI on TLS renegotiation Dec 16, 2012 - - Obfsproxy works -
Ethiopia 2012/06 DPI on TLS Server Hello May 31, 2012 Jun 3, 2012 Jun 3, 2012 (change cipher suite, 3 days
obfs)
UAE 2012 DPI on TLS Jun 25, 2012 6:05 am Jun 27, 12 pm Jun 27, Jun 27, 2012 (change cipher suite, 2 days
2012 2012 obfs)
Kazakhstan 2012/02 DPI on Server Hello Feb 16, 2012 March 2, 2012 Mar 2, 2012 (obfs2/3) 14 days
Philippines 2012 DPI on TLS cipher suit Jun 26, 2012 Jun 29, 2012 Sep 6, 2012 Sep 6, 2012 (change cipher suit, > 2 months
obfs2/3)
Japan 2013 Bridge blocked Jan 30, 2013 Jan 30, 2013 Jan 30, 2013 -
Turkey 2014 Tor website blocked [1] Mar 28, 2014
ISPs in UK Tor website blocked
Iran 2007 Block Tor directory GET request pattern
with ‘/tor/’
Iran 2009 SSL throttling
Iran 2011/01 DPI on TLS DH parameter Jan 21, 2011 Jan 21, 2011 Jan 25, 2011 (Adjust Tor’s TLS DH 4 days
parameters to match those used by
Apache’s mod_ssl)
Iran 2011/09 DPI on SSL certificate lifetime 9:31 pm Sep 13, 10:57 pm Sep 13, 10:57 pm Sep 13, 2011 (change 1 hour
2011 2011 lifetime to 365 days)
Iran 2011/10 SSL throttling Oct 16,2011 Oct 30, 2011
Iran 2012/02 DPI on SSL handshake Feb 8, 2012 Feb 10, 2012 Feb 10, 2012 (Majority of Tor users N/A
were not affected)
Iran 2012/10 DPI on TLS for client key exchange Oct 18, 2012 Oct 24,2012 Oct 18, 2012 (Domain fronting) -
Iran 2013 TCP reset on all non-HTTP
Iran 2013 SSL handshake filtered when 9:22 pm Mar 9, 10:28 pm Mar 9, Mar 9, 2013 (randomize life time) < 1 hour
MAX SSL_KEY LIFETIME ADVERTISED 2013 2013
is 365 days
Iran 2014 Block directory authorities Jul 29, 2014 Jul 29, 2014 Jul 29, 2014 (bridge dir auth) < 1 hour
China 2008 Block Tor website Jun 17, 2008 Jun 17, 2008 Jun 17, 2008 Jun 17, 2008 (mirror site, tor via -
email)
China 2009 Block IP address of public relays, directory Sep 25, 2009 Sep 27, 2009 Sep 27, 2009 Sep 27, 2009 (Other bridges) 2 days
authorities, bridges from BridgeDB
China 2010 Block IP addresses of popular bridges Mar 11, 2010 Mar 11, 2010 Mar 11, 2010 (more bridges) -
China 2011 [3] Active probing on bridges Oct 4, 2011 Dec 9, 2011 May 4, 2014 ( obfs4, scramblesuit) > 2 years
China 2011 Active probing on bridges 05 DEC 2011 Dec 19, 2011 Feb 8, 2012 May 4, 2014 ( obfs4, scramblesuit) > 2 years
China 2013 Active probing obfs2 bridges Mar 26, 2013 Apr 13,2013 May 4, 2014 ( obfs4, scramblesuit) > 1 year
China 2015 Obfs4 default bridges blocked Feb 1, 2015

Table 1: Censorship Incidents


https://svn.torproject.org/svn/projects/presentations/slides-28c3.pdf
https://trac.torproject.org/projects/tor/wiki/doc/OONI/censorshipwiki/CensorshipByCountry/Syria
https://trac.torproject.org/projects/tor/ticket/6045
https://blog.torproject.org/blog/ethiopia-introduces-deep-packet-inspection
https://blog.torproject.org/blog/update-censorship-ethiopia
https://trac.torproject.org/projects/tor/ticket/6246
https://trac.torproject.org/projects/tor/ticket/6140
https://blog.torproject.org/blog/kazakhstan-upgrades-censorship-deep-packet-inspection
https://blog.torproject.org/blog/updates-kazakhstan-internet-censorship
https://trac.torproject.org/projects/tor/wiki/doc/OONI/censorshipwiki/CensorshipByCountry/The_Philippines
https://trac.torproject.org/projects/tor/ticket/6258
https://trac.torproject.org/projects/tor/ticket/8097
http://cartography.io
https://www.blocked.org.uk/results?url=https://torproject.org
https://trac.torproject.org/projects/tor/wiki/doc/OONI/censorshipwiki/CensorshipByCountry/Iran
https://trac.torproject.org/projects/tor/wiki/doc/OONI/censorshipwiki/CensorshipByCountry/Iran
https://blog.torproject.org/blog/update-internet-censorship-iran
https://blog.torproject.org/blog/tor-02222-alpha-out
https://blog.torproject.org/blog/iran-blocks-tor-tor-releases-same-day-fix
https://trac.torproject.org/projects/tor/ticket/4014
https://trac.torproject.org/projects/tor/ticket/4014
https://trac.torproject.org/projects/tor/ticket/4248
https://blog.torproject.org/blog/iran-partially-blocks-encrypted-network-traffic
https://trac.torproject.org/projects/tor/ticket/7141
http://smallmedia.org.uk/InfoFlowReportAPRIL.pdf
https://trac.torproject.org/projects/tor/ticket/8443
https://trac.torproject.org/projects/tor/ticket/12727
https://blog.torproject.org/blog/torprojectorg-blocked-gfw-china-sooner-or-later
https://blog.torproject.org/blog/tor-partially-blocked-china
https://blog.torproject.org/blog/china-blocking-tor-round-two
https://trac.torproject.org/projects/tor/ticket/4185
https://gist.github.com/twilde/da3c7a9af01d74cd7de7
https://github.com/Yawning/obfs4
https://trac.torproject.org/projects/tor/ticket/4744
https://github.com/Yawning/obfs4
https://trac.torproject.org/projects/tor/ticket/8591
https://github.com/Yawning/obfs4
https://lists.torproject.org/pipermail/tor-dev/2015-February/008222.html

